ANNOUNCMENT

CONDUCTING A TENDER FOR THE PURPOSE OF IMPLEMENTING THE ENTRY
TESTING OF "INGO ARMENIA" INSURANCE CJSC

"INGOARMENIA" Insurance CJSC (hereinafter referred to as the Company) announces an
open tender (hereinafter referred to as the Tender) for the selection of a reputable service
provider to assess the security of its digital infrastructure.

The selected firm will be responsible for identifying vulnerabilities in the Company's IT
infrastructure and recommending improvements to increase the Company's IT security
level.

Organizations that meet the following criteria at the same time can participate in the
competition:

« Proven experience conducting testing for at least 5 organizations of similar size and
complexity.

o Certified professionals with CEH, OSCP, CISSP, CCNP or other equivalent
qualifications.

« Ability to provide detailed, clear and actionable reports.

» Reviews from previous customers.

Scope of work:

1. External Penetration Testing. Assess the security of the Company's external systems,
including web applications, network services and other Internet assets.

2. Internal Penetration Testing. Assess the security of internal systems, networks, and
applications to identify potential insider threats.

3. Security assessment of wireless networks. Test the security of the Company's
wireless networks to assess protection against unauthorized access and
vulnerabilities.

4. Social engineering testing. Conduct simulation of phishing attacks and other social
engineering tactics to assess employee awareness and preparedness.

5. Report. Provide a detailed report on results, including risk assessment,
recommendations for improvement and priority action plan.

Submission Details: Interested companies are requested to submit their proposals by
August 1 of this year. Proposals should include:

o Company profile and relevant experience
o Detailed methodology and approach
o Team qualifications and certifications



« Sample reports of previous work (with the client's permission or anonymized)
o Work completion schedule
o Cost breakdown and pricing model

Evaluation criteria: Proposals will be evaluated according to the following criteria:

« Technical experience and skill

o Quality of methodology and approach
« Team qualifications and certifications
o Cost effectiveness

o Customer references and feedback

Tenders will be opened and summarized by the tender committee on August 7, 2024. The
relevant contract with "IngoArmenia" Insurance CJSC will be signed no later than August
10, 2024. For more information, you can contact: "IngoArmenia" Insurance CJSC: RA,
Yerevan, 51,53, Republica, or call +374 10 59 21 21 (e-mail address:
info@ingoarmenia.am)



